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I. Introduction 

Within the rapid development in the digital era, social media has fundamentally transformed 

the way of production, distribution and consumption of information. Platforms such as 

Facebook, X (formerly Twitter), Tiktok and Youtube, allow individuals to access news and 

express their opinions in real time, enabling global connectivity.  

However, behind this digital transformation, the widespread misinformation and hate 

speech pose significant challenges to democratic processes. 

Fake news and disinformation can influence elections, undermine trust and exacerbate 

political polarization, while hate speech can violate the rights of individuals and 

communities.  The speed and scale of the spread of content online is often amplified by 

platform algorithms that prioritize engagement over accuracy. 

As a result, the role and responsibility of social media companies have come under 

increasing investigation. Governments and international organizations are now faced with 

the challenge of establishing effective regulatory frameworks that limit harmful content 

while safeguarding fundamental rights such as freedom of expression and access to 

information. 

This topic requires careful consideration of how to balance regulation and digital freedom 

and will therefore be among the issues that will be addressed in GA3. 

 

II. Definition of Key Terms 

A.​ Fake News 

False or misleading information presented as legitimate news, often designed to 

manipulate public opinion, generate outrage, or increase online engagement.1 

B.​ Misinformation 

1 “Fake News.” Encyclopaedia Britannica. Accessed March 20, 2026. https://www.britannica.com/topic/fake-news 
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False or inaccurate information shared without the intent to deceive. Often spreads 

quickly on social media through reposts, dramatic headlines, or emotionally 

motivated content.2  

C.​ Disinformation 

False information that is deliberately created and spread with an intent to deceive 

and cause harm, unlike fake news which is used to present false information under 

the disguise of legitimate journalism. Disinformation is especially dangerous during 

elections, public health crises, and armed conflicts.3 

D.​ Hate Speech 

Speech that attacks, demeans, or incites hostility or violence against individuals or 

groups based on identity characteristics such as race, religion, ethnicity, gender, 

and/or nationality.4 

E.​ Content Moderation 

The process by which platforms review, restrict, label, demote, or remove harmful or 

rule-breaking content using human moderators, automated systems, or both.5 

F.​ Media Literacy 

The ability to critically evaluate online content, identify bias or manipulation, and 

distinguish credible sources from false or misleading ones. It is widely viewed as a 

long-term solution to misinformation.6 

G.​ Digital Services Act​

The Digital Services Act (DSA) introduces rules for online services used by European 

citizens in their everyday life. These services include marketplaces, social media 

networks, app stores, and online travel and accommodation platforms.7 

7 “Digital Services Act.” European Commission Digital Services Act page. Accessed March 21, 2026. 
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act 

6 “Media Literacy.” UNESCO. Accessed March 14, 2026. https://www.unesco.org/en/media-information-literacy 

5 “Content Moderation.” Brookings Institution. Accessed March 24, 2026. 
https://www.brookings.edu/articles/content-moderation/ 

4 “Hate Speech.” United Nations. Accessed March 14, 2026. https://www.un.org/en/hate-speech 

3“Disinformation.” European Commission. Accessed March 18, 2026. 
https://commission.europa.eu/topics/countering-disinformation_en 

2 “Misinformation and Disinformation.” American Psychological Association. Accessed March 14, 2026. 
https://www.apa.org/topics/journalism-facts/misinformation-disinformation 
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H.​ Code of Conduct on Disinformation​

The Code of Conduct aims to combat disinformation risks while fully upholding the 

freedom of speech and enhancing transparency under the Digital Services Act (DSA).8 

  

III. General Overview 

      A. Transformation of the global information landscape 

The rise of social media platforms has significantly altered the global information landscape. 

Unlike traditional media, where content is published mostly by authorized authorship, social 

media platforms allow users to create and distribute information instantly with minimal 

regulation.  

a.​ The impact of misinformation on political and social aspects  

While this has broadened access to information it has also created an 

environment where the spread of false or harmful content is accelerated and 

simplified.  

Misinformation has become particularly influential in political and social 

contexts. During elections or public crises, misleading information can shape 

public opinions and contribute to social polarization, which can cause serious 

harm to social cohesion, peace and stability.  

 Disinformation campaigns are often coordinated by state- or non-state actors 

seeking to manipulate public discourse for political or economic purposes.   

b.​ The impact of Hate speech in the digital field 

Hate speech represents another critical concern. Online platforms have 

enabled the intensification of harmful narratives targeting individuals or 

communities based on their race, religion, gender, nationality and political 

interest. In extreme cases, online speeches can even lead to real-life violent 

acts. For the safety of all citizens internationally, the urgency of effective 

responses has to be emphasised.  

      B. Fundamental Principles  

One of the most current processes on regulating the spread of misinformation and hate 

speech is the action plan from UNESCO (last updated: 06 June, 2024), which effectively 

8 “Code of Conduct on Disinformation.” European Commission Digital Strategy page. Accessed March 
14,2026.https://digital-strategy.ec.europa.eu/en/library/code-conduct-disinformation 
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outlines seven fundamental principles that have to be respected and implemented by all 

stakeholders. All stakeholders should take the impact of human rights as an orientation for 

their actions. To support this, public regulators around the globe define clear roles and are 

provided with sufficient resources to carry out their work properly and independently. These 

independent regulators cooperate closely within a global network to prevent digital 

companies from exploiting differences between national regulations. In this context, content 

moderation can be carried out successfully on a large scale, in every region and language. At 

the same time, platforms are more open and responsible regarding the function of 

algorithms, which are often designed to increase engagement rather than provide reliable 

information, and they are expected to encourage critical thinking among their  users. Finally, 

both regulators and platforms take stronger action during sensitive times such as elections 

and crises. 9  

 

 

      C. Challenges  

A key challenge lies in social media companies themselves, which operate by national laws 

despite the fact that their operation is global. This often leads to inconsistencies in 

regulation and enforcement.  

As a response, various regulations have emerged. The Digital Services Act established by the 

EU represents one of the most comprehensive attempts to increase platform accountability 

and transparency.  

At the same time, concerns have been raised regarding overregulation on freedom of 

expression. The dilemma between protecting free speech and combating hate speech has 

therefore become the main challenge of all member states. 

 

IV. Major Parties Involved  

A.​ Social Media Companies 

Major platforms such as Meta (Facebook, Instagram), TikTok, X (formerly Twitter), 

YouTube, and Google are central actors as they host, recommend, and moderate vast 

9 UNESCO press release. “Online disinformation: UNESCO unveils action plan to regulate social media platforms.” last 
updated: 06 June. 2024 
https://www.unesco.org/en/articles/online-disinformation-unesco-unveils-action-plan-regulate-social-media-platforms  
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amounts of public content. Their internal rules, algorithms, and enforcement systems 

directly shape what information spreads online.  

B.​ European Union (EU) 

The European Union has become one of the most influential regulators in this field 

through the Digital Services Act (DSA) and its codes on hate speech and 

disinformation. The EU pushes for transparency, risk mitigation, and stronger 

obligations for major platforms.  

C.​ United Nations / UNESCO 

The UN and UNESCO play a major conventional role by promoting access to reliable 

information, digital literacy, and human rights based approaches to countering 

harmful online content. They emphasize that regulation must not become a 

deception for censorship.  

D.​ Fact-Checking and Civil Society Organisations 

Independent fact-checkers and non-governmental organizations help identify false 

narratives, monitor platform behavior, and support digital literacy. These groups 

often serve as outside accountability mechanisms. 

E.​ Users and Educators 

Ordinary users, schools, and educators are recognized as essential stakeholders.  

V. Timeline of Key Events  

2016 – EU Code of Conduct on Illegal Hate Speech 

The European Commission and major tech companies launched a voluntary Code of Conduct 

to improve the review and removal of illegal hate speech online.10 

2017–2018 – Germany’s Network Enforcement Act (NetzDG) 

Germany adopted NetzDG, one of the first major national laws requiring large platforms to 

remove clearly illegal content or face fines.11 

2018 – EU Code of Practice on Disinformation 

11 German Federal Government, Network Enforcement Act (NetzDG), 2017. https://www.gesetze-im-internet.de/netzdg/. 
Accessed March 30, 2026. 
 

10 European Commission, Code of Conduct on Countering Illegal Hate Speech Online, 2016. 
https://digital-strategy.ec.europa.eu/en/policies/code-conduct-countering-illegal-hate-speech-online. Accessed March 30, 2026. 
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A broader European initiative was introduced to address online disinformation through 

platform commitments on transparency, advertising, and fact-checking.12 

2022 – Strengthened Code of Practice on Disinformation 

The revised EU framework expanded obligations for major platforms and included stronger 

commitments on researcher access and user empowerment.13 

2023–2025 – Digital Services Act Enforcement 

The Digital Services Act became enforceable and increasingly central to European platform 

regulation, while updated hate speech and disinformation codes were integrated into the 

DSA framework in 2025.14 

 

VI. Previous & Possible Solutions 

A.​ StopFake 

StopFake is a Ukrainian fact checking and media literacy organization that has over 

time become internationally recognized as a model for countering disinformation15. It 

cross checks and verifies data and sources and publishes evidence based reports in 

many different languages. Additionally offering workshops for students and 

journalists promoting critical thinking and responsible media consumption. While it’s 

contributed greatly to global awareness concerning disinformation, some criticise 

their alleged bias16, especially in a political context as it operates in a polarised and 

conflict driven environment.  

 

B.​ Network Enforcement Act 

The Network Enforcement Act is a German law that was enforced in 2017 with the 

purpose to combat hate speech and incitement to violence online17. Its core strategy 

was strict content removal stating that illegal content must be removed after 24 

17 “NetzDG, Änderung, Hasskriminalitätbekäpfung.” Website of the Federal Government | Bundesregierung, 2024, 
www.bundesregierung.de/breg-en/service/archive/bekaempfung-hasskriminalitaet-1738462.  

16Troianovski, Anton. “Fighting False News in Ukraine, Facebook Fact Checkers Tread a Blurry Line.” Nytimes.com, The New York Times, 26 
July 2020, www.nytimes.com/2020/07/26/world/europe/ukraine-facebook-fake-news.html . Accessed 26 Apr. 2026. 

15Service, Intelligence. “Chapter 9 - Countering Disinformation in Ukraine - Canada.ca.” Canada.ca, 2017, 
www.canada.ca/en/security-intelligence-service/corporate/publications/who-said-what-the-security-challenges-of-modern-disinformation/chapter-9-countering-disinform
ation-in-ukraine.html.  

 

14 European Union, Digital Services Act (Regulation (EU) 2022/2065). 
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act. Accessed March 21, 2026 

13 European Commission, Strengthened Code of Practice on Disinformation, 2022. 
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation. Accessed March 21, 2026. 

12 European Commission, Code of Practice on Disinformation, 2018. 
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation. Accessed March 21, 2026. 
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hours, threatening with fines of up to 50 million euro if not adhered to. Furthermore 

the law states that companies have to publish a biannual report of content which 

was removed and complaints received. Overall this increased transparency and 

accountability in social media platforms, requiring rapid responses to harmful 

content. However some have argued that platforms are now over removing content 

to avoid fines which leads to a major concern for freedom of expression. 

Furthermore this results in the privatisation of law enforcement, as tech companies 

instead of courts are now decision makers in what is considered illegal. 

 

C.​ “Correct the Record” 

In 2019 the international activist network Avaaz proposed a new solution called 

“Correct the Record” to keep fake news on social media under control18. The 

initiative proposed that all social media companies would need to have built in fact 

checkers on their platforms, to alert users every time the user saw or interacted with 

information later detected as false. After Avaaz carried out a study testing the 

success rate of their solution they found that “social media users who have seen false 

or misleading information with corrections from fact-checkers can decrease belief in 

disinformation by an average of 50 percent, and by as much as 61 percent”19, 

thereby proving the success rate relatively high. Despite never being fully adapted, 

this initiative is one that according to evidence is likely to be highly beneficial and has 

the potential of being a revolutionary factor in combating fake news, if implemented 

globally. 

 

D.​ Media literacy in School Curricula 

As UNESCO stated in a recent issue brief on global gaps in media and information 

literacy policies and education, “Anyone scrolling through social media today may 

encounter breaking news, health “hacks,” AI-generated images, and viral videos, all 

blending into a stream where truth and falsehood are often indistinguishable.”20 

20 “New UNESCO Issue Brief Reveals Global Gaps in Media and Information.” Unesco.org, 2025, 
www.unesco.org/en/articles/new-unesco-issue-brief-reveals-global-gaps-media-and-information-literacy-policies-and-education.  

19“White Paper: Correcting the Record.” Avaaz, 16 Apr. 2020, secure.avaaz.org/campaign/en/correct_the_record_study/. Accessed 27 Mar. 
2026. 

 

18Perrigo, Billy. “How This Radical New Proposal Could Curb Fake News on Social Media.” TIME, Time, 28 Feb. 2019, 
time.com/5540995/correct-the-record-polling-fake-news/.  
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Drawing attention to a further possible solution, which is implementing media 

literacy and critical thinking skills in school curriculums. According to research, 171 

countries globally have implemented Media and Information Literacy policy 

frameworks, however only 17 countries have actually made systematic changes 

regarding the integration of these frameworks into education.21 Training such skills in 

young generations is nonnegotiably beneficial to students, as it is essential for them 

to learn how to navigate themselves through the overwhelming world of digital 

media. Incorporating these skills into various subjects will raise active and informed 

citizens with a deeper understanding of what social and political challenges they will 

most likely have to face later in life22.  

 

VII. Conclusion 

The regulation of social media platforms in combating fake news and hate speech remains a 

complex and evolving challenge. While these platforms have reshaped and revolutionized 

global communication and access to information, they have also created new risks that can 

undermine democratic systems, social stability, and individual rights. 

Delegates are therefore encouraged to consider comprehensive approaches for potential 

solutions such as improvement of moderation systems and restriction of digital transparency 

while promoting media literacy and enhancing international coordination. 

 

VIII. Questions to Consider 

-​ What are your delegation's policies on this issue? 

-​ What countries' policies conflict with those of yours? 

-​ How do algorithms contribute to the spread of fake news? 

-​ Where is the fine line between harmful content and freedom of speech? How can 

governments regulate hate speech online without violating freedom of speech? 

-​ How can global platforms be regulated by national authority? 

-​ To what extent should companies be held responsible for user generated content? 

22“42 Schools of UNESCO’s Associated School Network Piloted Media and Information Literacy Curricula in Classrooms.” Unesco.org, 2022, 

www.unesco.org/en/articles/42-schools-unescos-associated-school-network-piloted-media-and-information-literacy-curricula.  
 

21 “New UNESCO Issue Brief Reveals Global Gaps in Media and Information.” Unesco.org, 2025, 
www.unesco.org/en/articles/new-unesco-issue-brief-reveals-global-gaps-media-and-information-literacy-policies-and-education.  
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-​ How does modern society’s addiction to comfort affect the rate at which fake news 

spreads? 
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